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O6wan xapakrepucTuka obpazoratenbHOU NPOrpaMmabl

MpepcTaBneHHas JononHUTENbHAsA NpodeccmoHansHas nporpamma (nporpamma
NOBbILLEHUsT KBanuduKaumMn) HanpasrieHa Ha COBEPLUEHCTBOBAHWE KOMMETEHUWA B
obnacTu cuctem ceasun. 3aKoHOL4ATENBHON U HOPMATUBHOW NpaBoBoi 6asol peanusauun
nporpaMmbl  BbICTYNalOT  KIOYEBble hefepanbHble akTbl, pernameHTupyolmne
obpasoBaTenbHyto geAatenbHocTe B Poccuiickon ®Pepepaumn. B nepsyio ovepenb,
apxXuTeKTypa nporpammel onupaetcs Ha PefepanbHbii 3akoH oT 29.12.2012 Ne 273-03
«O6 obpasoBaHun B Poccuiickoin Pepepauum», B 4YaCTHOCTU, Ha cTaThio 12,
ycTaHasnusawllylo TpeboBaHua K CTpykType obOpasoBaTenbHbiX Nporpamm.
OpraHnsauvoHHbIA  NpoLiecC BBICTPOEH B CTPOTrOM COOTBETCTBUMU C  [lpukasom
MuHucTepcTBa Hayku 1 Bbicllero obpasoBaHus Poccuiickoit ®eaepaunn ot 24.03.2025
Ne 266 «O6 yteepxxaeHun Mopsagka opraHMsaumm U ocyLLEeCTBNeHNs obpasoBaTternbHoi
AEATENLHOCTU M0 AONONHUTENbHBIM MPOgECCMOHaNbHbBIM Nporpammamy. YYnTbiBakoTCs
Take TpebosaHus [loctaHosneHus [lpaButensctBa Poccuiickoin Pepepauunm oT
18.09.2020 Ne 1490 «O nuueHsupoBaHuM 0BpasoBaTENbHOW LEATENBLHOCTU», YTO
rapaHTMpyeT TMoSfiHoe COOTBETCTBME MNpeAcTaBfeHHON MporpamMmMbl JTULEH3UOHHbLIM
HOpMaTVBaM.

[Mporpamma cnpoekTupoBaHa Ha OCHOBE YCTAHOBIIEHHbLIX KBanuUKaLMOHHbIX
TpeboBaHnin 1 npodeccnoHanbHblXx cTaHaapToB. B kavecTtBe dyHOameHTanbLHoro
akagemuyeckoro basuca soictynaet ®OC BO no HanpaeneHuto nogrotoeku 11.03.02
«HOKOMMYHUKaLNOHHbIE TEXHOMOMMU U CUCTEMbI CBA3UY.

B vacTu npodeccrmoHanbHbIX CTaHO4APTOB Nporpamma onupaeTcsl Ha akTyarbHble
TpebosaHua MuHucTepcTBa Tpyaa 1 couyumansHoi 3awmTel Poccuiickoii ®eaepaumn.

[MepeyeHb HOPMATMBHBLIX [AOKYMEHTOB, OMNPEAEnsowmnx KBanuuKaLuUuoHHbIEe
TpeboBaHMA K BbIMYCKHUKY MPOrpaMmbi:

- [lpodeccnoHanbHbii  cTtaHgapT 06.006 «MHxeHep NO  TEXHWUYECKOMN
aKcnnyaTauun ctaHuuoHHoro obopygoBaHus ces3u» (yTeepxzaeH Mpukasom MuHTpyaa
Poccun ot 31.08.2021 Ne 614H);

- lNpodeccroHaneHbln cTaHaapT 06.007 «UHxeHep-npoekTUpoBLUMK B obnactu
CBA3U (TenekoMmyHukauuin) (yteepxaeH lMpukaszom MuHTpyna Poccum ot 16.11.2020
Ne 785H).

OnutenbLHOCTbL Kypca

lMporpamma oby4eHunsa paccumTaHa Ha 46 yacos. KonnyecTBo 4acoB, OTBOOMMbIX
Ha U3yyeHne TeopeTUYecKon nporpaMmmel — 22 yaca, oTpaboTka NpakTM4ECKNX HaBLIKOB
— 24 4aca, U3 HMX 2 Yaca Bbl4ENeHO Ha UTOroBYH aTTeCcTauuio.

Llenb Kypca

MoaroToBka Ha4YMHAKOLWMUX CNELWMANUCTOB M CTYAEHTOB TEXHUYECKUX HanpaBneHui
K npodheccrmoHanbHol AeATENBHOCTM B KOMaHAaX TEXHUYECKOW NOAAEPKKA
nporpammHoro o6ecneyveHus Mpynnsl Komnanuin “rNMPOTEN".

KaTeropus obyuatrowmxcs

CtyaeHTsl IT- n Tenekom-HanpasneHuid, NPEMMYLLECTBEHHO CNeLnanbHOCTb
(11.03.02) «MHdOKOMMYHMKALIMOHHBIE TEXHOMOMMI U CUCTEMbI CBA3U», HAYMHAOLLWE
cneyuanucTel B obnacTu:

- MODWUNBHBLIX CEeTel;
- TenekoMMYHUKaLWiA;
- CeTeBblX TEXHOMNOMA;



ceTeBol besonacHocTy;
MHPaCTPYKTYpHbIX IT-cuctem.

YpoBeHb obOy4arowmxcs

3HaIOT NPUHLNMNbLI MOCTPOEHUS CUCTEM CBA3U, TENEKOMMYHMUKALMOHHBIX CUCTEM
pasnuyHbIX TUMNOB;

3HalOT NpeanocbIIkM paspaboTku, NPMHUMMLI U CTPYKTYPY 6A30BOIN aTANOHHOW
MOZEenn B3aumMogencTens oTKpbITbIX cuctem OSI;

3HaloT hyHKUMK Kaxaoro yposHs OSI, noHsTue o npotokonax OSI, obwme
cBefeHunsi 06 obopynosBaHuK, BbINOMHAWLLEM yHKLMK Kaxgoro yposHs OSI:
3HalOT CTaHAapPTLl Ka4ecTBa nepeaayn daHHbIX, rofioca U BUAEO, NPUMEHSAEMbIX
B CETV OpraHu3auun CBA3W;

3HalOT Npasuna paboTbl ¢ pasnUYHbIMU MHPOPMALIMOHHLIMI CUCTEMAMU U
Bazamu gaHHbIX;

3HalOT COBpEMEHHbIE TpeboBaHWsA No NPON3BOANTENBHOCTU, AOCTYNHOCTH,
BesonacHoCTH, MacLLTabupyemocTu, UHTErpaLmMK TEXHOMNOMWIA, YyNpaBnseMocTy
CUCTEM CBA3N (TENEKOMMYHUKaLNIA);

3HaloT obLumne npuHUMMNbl PYHKLMOHUPOBAHUS annapaTHbIX, NPorpamMmMHbIX 1
nporpammHo-annapaTHbIX CpeacTB NoAAEPKBAEMOIi NPorpamMmmHO-
KOHUrypupyemon nHOKOMMYHUKALIMOHHOW CETH;

3HAT KpUTEPUW N METOAbI ANSA NPOBEeAEHUS TECTOBLIX OnepaLuii;

BraferoT HaBblkaMu pa3paboTky CXemMbl OpraHm3aummn CBs3U U MHTErpaunm
HOBbIX CETEBbIX 3NIEMEHTOB;

BrageloT HaBblkamy paboTbl Ha KOMMYTaLMOHHOM 0BopyLoBaHUK MO
obecneyeHunIo peanusaumnm ycnyr, pa3eepTbiBaHnio 06opya0BaHUs CEPBUCHbIX
nnaTtcgopm, o6opyaoBaHNS HOBBIX TEXHOMOTMUIA HA CETU, BbIMOMHEHWIO NMNaHOB Mo
pacLuMpeHuto cyllecTByloLLero obopyaoBaHus ceTeBbix NnaThopM 1 HOBbIX
TEXHOMOIMN;

yMeioT paboTaTh C pasnuvHbiMU MHOPMALIMOHHBIMU crUcTEMaMun 1 Bazamu
AaHHbIX, obpabaTbiBaTh MHGOPMALMIO C UCTMONb30BaHNEM COBPEMEHHBIX
TEXHUYECKUX CPenCTB;

BNajetoT HaBbikamu cbopa, aHanusa u 06paboTku cTaTMCTUYECKo NHopMaLmm
C Uenblo OLUEHKN KayecTsa npefocTaBnsieMblX YCIyr, COOTBETCTBUSA
TpeboBaHWAM TEXHUYECKNX PErNaMEHTOB TENEKOMMYHUKALIMOHHOrO
obopyaoBaHus;

YMEIT OCYLLEeCTBNATL NPOBEPKy Kavyectsa paboTbl o6opynoBaHus u cpeacTs
CBA3Y;

YMEIoT UCMoNb30BaTh NporpaMmmHoe obecrnevyeHre obopyaoBaHNUs Npu ero
HacTpoiike;

BrafetoT HaBblkamy TECTUPOBaHUA 060pyAOBaHNS U OTPaABOTKN PEXUMOB
paboTbl 06opyAoOBaHUSA CBSA3UN (TENEKOMMYHUKALINIA);

YyMET opraHusosaTtb c6op 1 06paboTky AaHHLIX, HEOBX0AUMbIX OIS
PYHKLUMOHNPOBAHUS CUCTEMbI;

YMEIOT BbIMOSHWUTL TECTOBbII 3anycK OTAENbHbLIX MOAYNENR NPUNOXKEHNS 1
obecrnevnTb NPoBEPKY MNOMHON PYHKLMOHANBHOCTH.

MnaHupyembie pe3ynbTaThl 0OyYeHUs
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MNocne npoxoxaeHus kypca oby4atomecs
OyayT 3HaTh:

anropuTMbl B3aMMOAENCTBUS annapaTHbIX KOMMOHEHT, UX OCHOBHbIE
XapakTepucTukuy, onpeaensiolue npon3BoAnNTENbHOCTb, a Takke YHUKamNbHbIe
OCOBEHHOCTU U PYHKLIMK, BLINOSTHAEMbIE Ha KaXKOOM Moayne;

ocobeHHocTu paboTkl OC Linux (GNU/Linux), paanuyHbie CTOPOHbI paboTbl
pasHbix Buaos OC,MmHoroobpasue n 0cobeHHOCTU Y3KoHaNPaBieHHbIX
cneuunanunsuposaHHbix OC Ha 6ase sgpa Linux;

4YTO TaKkoe uHTennektyaneHbie yenyru (IN-cepsucei);

npumMmeHeHne npotokona SMPP ans noctpoeHns MobunbHbIX yCnyr;

OCHOBbl apXUTEKTYpbl ceTel MOBDULHOI CBA3W;

9BOINIOLINIO apXUTEKTYPbI ceTelt MobunbHon cBasun 2G/3G/4G/5G n knoYeBble
pasnuuusa Mexay NoKoneHusaMu;

MoZEenu opraHusaumn onepaTopoB CBA3N U KaTeropum aboHEHTOB U YCTPONCTB;
OCHOBbI apXUTEKTYpPbI sApa MOBMITBHOW NaKeTHOW CeTu;

HasHa4yeHue OCHOBHbIX 3NIEMEHTOB fpa CeTH;

MPUHUMMBI MapLUPYTU3aLnmM 1N NOrvKy nepenayu norb3oBaTenbCKoro u
CUrHanbHoro Tpaduka B pamkax nyGnuyHbix U YacTHbIX ceTeit LTE;
npoueaypbl perucTpauun, ayTeHtTudgukaumm u ynpasneHns MobunbHOCTbI0
aboHeHTOB;

NPUHLMNBI NOCTPOeHUs ceTel cneaytollero nokoneHusi (NGN);

OCHOBHbI€ MOHATUSA U pasnu4na Mexay ypoBHaMU apxutektypsl NGN
MPaKTVKy OYHKUNOHNPOBaHWS TENEKOMMYHUKALIMOHHOIO 060opyaoBaHNs Ha
npumMepe NpoayKToBol NUHeNkn komnaHum NMPOTEN:

CXeMy B3aMOCBSI3el hyHKUMOHAamNbHbLIX Y3I0B C aKLEHTOM Ha 3a0eiCTBOBaHHbIX
anemeHTax komnaHun MPOTEW (SSW4, SSW5, A-SBC, I-SBC, ITG);
3BOSTIOLIMIO TenedhoHuM OT Knaccuyeckux ceteid PSTN k nakeTHol nepeaye
AaHHbIX;

cuctemy IMS, ee ocHOBHbIE hyHKLMN;

OCHOBHbIE MPUHLMMbI, LENu 1 3a8a4n MOHUTOPUHTA;

MPUHLMMBI NPOEKTUPOBaHNA U MacLLUTabUPOBaHWSA OTKA30YCTONYMNBBLIX
curHanbHbix cetei (SS7, Diameter, GTP, SIP);

MeTOAbl BbIIBNEHWUSA OCHOBHbIX YrpO3 M 3alUWThl OT aTak Ha cUrHarbHble
MPOTOKONLI C Ucnons3oBaHnem Signaling Firewall.

OyayT ymeTh:
WHCTannuposaTk OnepaunoHHyto cuctemy Ha 6ase sigpa Linux npu nomoLum
rpachudeckoii obonoykn (GUI) u 3arpysouHoro HocuTens (iso-o6pasa);
noaKnto4aTbes Mo ssh NPOTOKONY K YCTAHOBNEHHOW U 3arpyxeHHoin cpege OC
Linux 1 paboTtaTb B KOHCONW YNPaBMEHWsi, MCMOMb3Ys OCHOBHbLIE TUNOBbIE
KOMaHzbl;
co3faBaTth BUPTyarnbHble MaLUMHbI C UCMOMb30BaHNUEM BMOXEHHON
BUPTyanuaaumm, a Talke 03HaKOMIEHNe C MHCTPYMEHTaMu A8 nepeaayn
hansioB Mexay XoCTOBOW 1 FOCTEBLIMU OMEPALIMOHHBIMWN CUCTEMAMU;
aHanuauposaTtb naketel SMPP B Wireshark
nucaTh NpoCThie NONb3oBaTENbLCKUE CLieHapuu Ha sisbike JavaScript ans
UHTennekTyanesHbix ycnyr (IN-cepsucos);
paboTaTk ¢ 6a30BbiMM TENEKOM-NPOTOKONAMU;
WHTEPNPEeTUPOBaTh CLEHapWUM NPOXOXAEHUS CUrHANBHOro TpaduKa;
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- MPOEKTUPOBaTL apXUTEKTYPY CETU onepaTopa B 3aBUCUMOCTI OT MOZENM U

KaTeropuu notpebutenen;
- aHanusunposaTtbk ceTeBble gamnbl B Wireshark;
- pewatb npobnemsl, BO3HMKaOLLUME NPU MUrpaumm 1 akcnnyatauum VolP-

peLLEHNIA;
- Bblbupatb apxutektypy BKC, HacTpauBaTh KOLEKM U MEXAHU3MbI KOPPEKLIUK

noTeps;
- pabotaTtb ¢ npoTokonamu Radius, Diameter;
- pabotatb ¢ npoayktamu DPI/PCRF;
- aHanuauposaTtb tcpdump-bl curHansHoro obmeHa ¢ nomousio MO Wireshark:

- MPUMEHSATL NPUHLUNBI MOHUTOPWHIa, NPOEKTUPOBaTh AaLWBOPAb!, HAacTpauBaTh
aBapuu.

MaTtepuanbHo-TeXHUYeckoe obecnevyeHune

[poeKTop ¢ BocnpousBeAeHUEM Ha UHTEPAKTUBHYIO NaHemb, MapkepHas 4ocka,
yuebHaa mebenb (CTyfbs, CTOMbI AN CrylaTeneli B JOCTaTO4HOM Konu4yecTse), CTON U
CTyn AN npenofaeaTtens, CTenNnax Ans XpaHeHus JOKYMEHTOB, Heobxogumoe

Konn4yecTBo HOYTOYKOB Ansi paboTbl 06yYaLUMXCS, a TakKe HOYTOYK NS

npenogasartens.
Y4yeOHbI# nnaH

Ne n/n HaumeHoBaHue Bcero, Teopus MpakTuka ®opma
pasnernos U Tem yacoB npoBegeHUsA
3aHATUSA
1. Tema 1. Hardware, Linux 4 2 2 Jlekuus,
[MpakTuyeckoe
3agaHue
s Tema 2. Buptyanusaums 4 2 2 Jlekuns,
cepBepoB NpakTuyeckoe
3afaHue
3. Tema 3. 4 2 2 Jlekuns,
NHTennektyanbHbie MpakTnyeckoe
nnatopmsl 3ajaHue
4. Tema 4. ApxutekTtypa 4 2 2 Nekuws,
EPC B cetax pLTE MpakTnyeckoe
3agaHue
5, Tema 5. MobunbHble 4 2 2 Jlekums,
CeTN: apxXUTeKTypa, SApo MNpakTnyeckoe
CeTU W NPUHLUMNbI 3agaHue
paboTbl MOBUILHOW
CBA3U
6. Tema 6. ApxuTekTypa 4 2 Z Jlekuus,
NGN u npogykTtoBas MpakTnyeckoe
akocuctema NMPOTEN 3afaHue
7. Tema 7. BKC 4 2 3 Nexkunn,
MpakTuyeckoe
3afaHve




8. Tema 8. DPI/PCRF 4 2 2 Jlekuus,
MpakTuyeckoe

3afaHune

9. Tema 9. IMS 4 2 3 Jlekuus,
[NpakTuyeckoe

3afaHue

10. |Tema 10. Cuctemsl 4 2 2 Jlekuns,
MOHUTOPUHra MpakTnyeckoe

3afaHue

11. | Tema 11. Apxutektypa 4 2 - Jlekuns

MO MPOTEN
12. | WTorosas atrecrauus 2 - 2 TecTupoBaHu
e
46 22 24
Wroro:




Pa6ouasa nporpamma

Tema 1. Hardware, Linux

CepBepHas annapaTtHas 4acTb U ee KOMMOHEHTbI

BaaumogeiicTere annapaTtHbIX KOMMOHEHT C NPOrPaMMHON onepaLMoHHOM
cpenon

OcobeHHocTu paboTel OC Linux (GNU/Linux), cpaBHUTENbHbIiA
y3KOHanpasneHHbIX cneunanuanposaHHblix OC Ha 6ase sigpa Linux
WhcTannsumus OC va 6ase sapa Linux npu nomoLuu rpachuteckoii o6onouky
(GUI) n 3arpyaoyHoro Hocutens (iso-o6pas)

Pabota B koHconu. Micnonb3oBaHue MHCTPYMEHTOB 1 yTURUT KoHconu OC Linux
npwu OTCYTCTBUK rpaduyeckorn obonoYku

Tema 2. BupTtyanu3sauus cepeepoB

Twunel BUpTYanusaumm

['MnepBu3op, ero TUMkbI

Mnatdopmbl BUpTYanuaaumm

AnnapaTHble KOMMOHEHTHI

PeLleHuns, npumeHsieMble B NPOMBbILLINIEHHON akcrinyaTauumn (CPU Pinning,
Tononorua NUMA, PCI Passtrough, SR-I0OV)

Tema 3. UHTennekryanbHble nnatopMbl

[MOHATNS MHTENNEKTYanbLHOM CeT CBA3W U UHTENNEKTyanbHoi NnaTtopmei
ABO (VAS): o630p npoayktos

[MpoTtokon SMPP, ero ponb 1 ocobeHHoCTH NpUMeHeHUs Ans NocTpoeHusi SMS-
n USSD-ycnyr

HasHaueHue, apxuTekTypa, npuHumMnbl paboTsl yenyru «Service Builder»

Tema 4. Apxutektypa EPC B ceTtsaix pLTE

MNMoHaTtua Public LTE, Private LTE, MVNO.

ApxuTekTypa 1 HasHaveHue anemeHTos EPC (eNodeB, MME, HSS, SGW, PGW
PCREF).

OcHoBHble NPOTOKONbI, UcMonb3yemble B EPC.

OnpepeneHuns u cylHocTn ncronbayemble B LTE (uaeHTudmkaTopb).

MoHsATNe poyMuHra.

Monatne Handover.

MoHsaTre QoS u bearer

Tema 5. Mo6unLHbIe ceTU: apXUTEKTYpa, AAPO CETH U NPUHLUNBI PaboThbl
MOGUINLHOW CBA3U

BeeneHne B MobunbHbIE CETU, 3BOMOLMSA MOBUMBHBIX CETEN

Apxutektypa MobunbHoi cetu: RAN n Core Network
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aJnemeHTbl aapa cetu: HLR/HSS, VLR, MSC, SGSN/GGSN, STP
YnpasneHne MobunbHoCTbIO aboHeHTa

AyTeHTudukaumsa n 6es3onacHocTb

MpoTokonbl curHanusaumn SS7/SIGTRAN. MAP, SCCP, TCAP, SCTP
AHanua curHanbHbix coobieHuin B Wireshark

PoymuHr n B3aumopgeicTeue oneparopos

KoHBepreHTHble ceTn 1 B3aumogeiictene 2G/3G/4G/5G

MVNO u BupTyansHble onepaTtopbi

NHTepHeT Beweli (I0T) B MOBUNBbHBLIX ceTsax

Tema 6. Apxutektypa NGN u npoaykrosas akocuctema NMPOTEN
[MprHUMNBLI NocTpoeHus ceTelt cneaytowero nokoneHusi (NGN)
OYHKUMOHUPOBaHNE TENEKOMMYHWUKALMOHHOrO 060pyA0BaHNA Ha NpUMepe
npoaykToBoii nuHeiiku MPOTEM (SSW4, SSW5, A-SBC, I-SBC, ITG)
Osorniouus TenedoHun ot ceteit PSTN k nakeTHON nepegaye JaHHbIX
Akennyatauusa VolP-peluexuin

YposHu apxutektypbl NGN (Access, Transport, Control, Service)

Tema 7. BKC

CospemenHas BKC: TexHn4eckue acnekTsl, porib B 6UsHece, npakTuieckue
3agavu

OcHoBHble nogxoabl k opraHusauun BKC: nybnnyHbie obnayHbie CepBuchl
(Zoom, Teams, Google Meet) u koprnopaTuBHbIe on-premise peLueHns (Ha
npumepe npogyktos MPOTEN)

ApxuTekTypa annapaTHo-nporpammHoro komnnekca BKC: TepmuHans, cepsepsl
AONOSHUTENbHbIE MOLYIN.

MpoTtokonsl SIP n SDP.

Mepawna-cekummn SDP: ayauno, Bugeo, notoku FEC (ulpfec) n npotokon BFCP ans
ynpasrneHus npeseHTaume

Tema 8. DPI/PCRF

[MpoTokonsl AAA

lMpoTokon Radius

Mpotokon Diameter, untepdeiicsl Gx/Gy
OcHoBHble yHKUMK DPI

WHTerpaums B ceTn onepaTtopa DPI

OcHoBHble yHkuun PCRF

WHTerpauwnsa B cetn onepatopa PCRF

Cetu, ctek TCP/IP, koMMyTauus, MapLUpyTU3aLms

Tema 9. IMS
[MonaTtue IMS, cTpykTypHas cxema
OcHoBHble anemeHThl IMS, ux dyHKUMKN 1 B3auMoAaeicTBme

s )



lMNpumepbl 6a3oBbIX cueHapues perucTpaunn n BelaoBa

Tema 10. CuctemMmbl MOHUTOPUHTa

lNpouecc moHUTOpUHIa 1 NoHsTUE observability Ha npumepax us IT 1 Tenekom-
cchepbl

Lienn MmoHuTOpUHra: KOHTPorb paboTocnocoGHOCTU, 0BHapYXeHNe aerpagaumu,
aHanus nNpou3BoAUTENbHOCTU, AUArHOCTUKA UHLUOEHTOB

ANEeMEHTbI COBPEMEHHbIX CUCTEM MOHUTOPUHIA: METPUKM, KyPHarbI,
cTaTUCTMYECKME AaHHbIe, Aalbopabl, aBapum

Pasnuyne mexay KnaccMyeckum MOHUTOPUHIOM U NOHSATUEM observability
Mpouecc npoxoxaeHnsi AaHHbIX: COOP METPUK U KYPHATOB, WX XpaHeHue,
oToGpaeHue Ha galiboprax 1 hopMUpoBaHMe aBapUitHBLIX COBLITHIA (Telegraf,
Vector, Kafka, ClickHouse, Grafana, Metabase, Moira)

Tema 11. ApxutekTtypa nporpammHoro o6ecneyeHus MPOTEN

APXWTEKTYpa CUrHarbHbIX CeTell: MPoeKTUpoBaHme, MacluTabupoBaHue,
obecneyeHne HafEXHOCTU N OTKA30yCTONYMBOCTM, NOAFOTOBKA TPEGOBaAHMIA AN
HOBBIX CEpPBUCOB

besonacHocTb B CETU, OCHOBHLIE Yrpo3bl
3allnTa ot aTtak Ha SS7, Diameter, GTP, SIP. Signalling Firewall

s [l



TemMaTUKa NpakTU4YECKUX 3aaHUM

3apaHue 1

YcTaHoBuTL cepsepHyto Bepcuio Ubuntu 24.04 B BUpTyanbHoii cpege
(rMnepBu3ope), HacTpolKa ceTeBoro AocTyna no SSH 1 BbINONHUTL KIIOYEBbLIE KOMaHL
Linux Ans AnMarHOCTVMKM CUCTEMBI, yNpaBIieHUs npoueccamu u dannamu.

HononHutensHo TpebyeTca NpoBecTU TECTMPOBAHME NPONYCKHOW CNOCOBHOCTH
KaHana mMexay XOCTOBOW W BUPTyanbHOW MaLLMHOW ¢ noMoLubto iperf3, napannensHo
3axeaTbiBas ceTeBon Tpaduk Yepes tcpdump, a Takke OTBETUTL HA TEOPETUYECKMIA
BOMPOC O pasnuuusx B paspsgHocTu 3arpysynka BIOS n paboTatoLyein onepauymoHHo
CUCTEMBDI.

3apaHue 2

PasBepHyTb BUPTYaribHyt0 MaLLUMHY, UCTIONb3Ysi TEXHOMOMMIO BIOXEHHOM
BUPTyanusauuu: Ha dusndeckom MK/HoyTbyke/cepBepe cosfgaTte NepBYIO BUPTYarbHYIO
mMawmHy ¢ Ubuntu Server LTS 6e3 rpacuyeckoin 06onoyku, BHyTpY Heé, 3afeicTeys
BIIOXEHHYIO BUPTyanusauuio, Co3farth BTOPYIO BUPTYanbHYK MaLUWHy, Nocne 4yero
nepegaTtb NPOn3BONbHbIA haiin u3 xocT-cuctemMsl B obe roctesble OC, 6e3
MCNonb3oBaHWA ceTeBbiX NpoToKonos/yTUnUT (SCP, SSH 1 1.n.), ncnonbays niobbie
Apyrve MeTofbl, 3aTeM CpaBHUTL X3LW-CYMMY chaiina Bo Bcex TPEX cucTemax.

3apaHue 3

OteeTuTh Ha Bonpockl No npoTtokony SMPP v3.4. MpoaHanuanposaTtk gamn ¢
SMPP obmeHom B Wireshark.

lNo3HakoMUTLCS C A3bIKOM NporpaMmmMmupoBaHus JavaScript, Hanucartb Kog Ha
JavaScript, KOTOpbIi paccUUTbIBAET UTOrOBYIO CTOMMOCTL TOBapa ¢ y4eTOM CKUAKM.

3anaHue 4

lNpaxTudeckuit aHanua cetesoro Tpaduka LTE ¢ ucnons3osaHuem aHanusaTtopa
Wireshark ons nayyexusi npouenypbl peructpauum aboHeHTa Attach B cootBeTCTBMM CO
cneuundukaumen 3GPP TS 23.401.

Heobxoaumo conocTtaBuTb ceTeBble y3nbl ¢ Ux |IP-agpecamu, HailTK B gamne
MOCTOSAHHBIV 1 BpEMEHHbIN naeHTUdKKaTopbl aboHeHTa, ONpeaenuTb NpUCnaHHoe
CETbI0 Bpems 1 4acoBOM MOSIC, @ Takke CaMOCTOATENBHO BbIGpaTh O4HO U3 COODLLEHW
onucaBs ero HasHa4yeHue 1 KnioYeBble NnapaMeTpbl.

3apgaHue 5

MpakTuyeckunin aHanua curHansHoro Tpacgpuka (MAP 1 Diameter) ¢
ncnonb3oBaHmem nporpammel Wireshark. Heobxogumo onpegenuts 1 onucatb
npoueaypsbl, NpeAcTasneHHble B Jamne, naeHTuuLnMpoBaTh Y4acTBYIOLNE ceTeBbIE
3NEMEHTbI, NCNONb3yemble NASHTUUKATOPBI U NPoaHanu3MpoBaTh pesynsTaTt
cuUrHanbHoro obmeHa.
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HononxuteneHo no xenaHuio npeanaraeTcs paspaboTtate SQL-3anpockl Ans
cosfaHust Tabnuy ¢ abOHEHTCKUMU JaHHBIMY U BbINOSTHEHWS TUMOBLIX OnepaLuii
BbIOOPOK C COPTUPOBKON, OrpaHNYEHUEM 1 OBBEAUHEHUEM MO KITIOYEBbIM NapaMeTpam.

3apaaHue 6

[NpakTuyeckuii aHanms curHansHoro 1 Meauatpaduka VolP, npoxoasiiero yepes
nporpamMmMHbIi kommyTaTop (Softswitch). Heobxoaumo ¢ nomowsto Wireshark
BOCCTaHOBUTL NOMVKY ycTaHoBneHus coeauHeHuns (Call Flow) ans aeyx pasHbix
CLieHapuneB BbI30BOB U CPaBHUTbL UX.

B pamkax aHanusa TpebyeTcs onpegenuTs, kakue IP-agpeca u nopTbl
ncnonb3yoTes Ana nepeaayn ronocosoro Tpaduka (RTP), kakon kogek npumeHsasncs, u
MOHATbL, YEM UMEHHO OTNUYaloTCA AeNCTBMA aboHEHTa B KaXKOOM U3 Cryvaes.

3apaHue 7

AHanus Tpaduka BuaeoBbizoBa B Wireshark. Heobxoaumo no pcap-gamny
onpenennuTb ayaAnoKoLEeKN, 3asBreHHble abOHEHTOM, U BbIICHUTL, BKITIOYEHA N Ha
cepsepe nopaepxka FEC. Tawke TpebyeTcss 06bACHUTL, NOYEMY MPU BKITHOYEHUN
npeseHTauun Ha aboHeHTe OHa He 40X0AUT 0 CepBepa, OTBET HYXKHO NOATBEPAUTH
CKPUHLLIOTaMu/BblaepXXkaMu U3 gamna.

B 3apaHuu noBbiLLIEHHOI CIOXHOCTU HEOBXOAUMO MO TOMY Xe Aamrly
AnarHocTvpoBaTb BO3MOXHbIE MPUYNHbI Xarnob Ha «BbipbIBAHWE CMOB» U «3aBUCaHUE
naobpakeHusi». MotpebyeTtcs oueHnTb B Wireshark meTpuku kavectea RTP-noToka:
NoTEpPU NaKeToB, AXKNUTTEP, 3afepxKKn (cTaTucTuka Telephony — RTP — Stream
Analysis), a Takke npoaHannaMpoBaTh BPEMEHHbIE XapaKTePUCTUKIA CETH.

3apaHue 8

Chenatb pacHeT eMKOCTU CETW A4S agpeca, onpeaennTb agpec NoaceTu (c
MOACHEHUAMU U KOMMEHTapUSIMUN).

HapucosaTtb Call Flow ans sagaHHoro gamna, oTMETUTb Ha auarpaMmme camble
BaXXHble nepefaBaemblie napamMeTpbl A8 KaXKOoro nakeTa.

3agaHue 9

lNpoaHanusnposaThb ABa NpefocTaBneHHbIX damna Tpacuka IMS (peructpaumio u
BbI30B IMS-to-IMS), 4To6bI Ha ux ocHose BoccTaHoBUTH call-flow o6enx npoveayp.
Heobxoaumo susyannsnpoBath cUrHarbHblii 0BMeH MeXay CeTeBLIMM 3eMeHTamu,
ykasaB |IP-agpeca, nopTel 1 HassaHus IMS-yanos, a 3atem nogpo6HO OTBETUTL Ha pPAA
BONpOCOB 06 nAeHTUMKaTopax aboHEHTOB, NOAKMOYEHHBIX AS 1 UCMONb3YeMbIX
AnamMeTpoBbIX 3anpocax.

3afaHue NoBbILLEHHON CNIOXHOCTM: HaliTK B famne ¢ pervctpauveit Initial Filter
Criteria (iFC) n BeiHecTH ero B oTeT. Takke TpebyeTcs KpaTKo onucaTh NPWHLMM, Nno
koTopomy S-CSCF BbIGUpaeT KOHKpeTHbI AS, OCHOBBLIBASICh Ha 3TUX KPUTEPUSIX.

3apaHue 10
Obyyatomecs AensaTcs Ha rpynnbl, KOTOpblE BLIGUPAIOT NPOWN3BONbHBIN GLITOBOIA
0BbeKT (Hanpumep, XonoAUnbHUK, TETPaAb UMK KNETKY G XOMSIKOM), onpeaensior,
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Kakne MeTPUKWU C Hero MoXxHo CO6I/IpaTb, C Kakou uernblo, Kakne NOporoeblie 3Ha4eHUA U

aBapun MOryT BO3HUKHYTb, U NPeAcTaBnAloT pe3ynbTaThl B BUAE KOPOTKON
npeseHTauunn.
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